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PUBLIC CYBER ATTACK MISSIONS for individuals in an open class Scenario Description / Course Outline

Individual SOC analysts, managers, 

and engineers looking to put their 

detection, investigation, or remediation 

skills to the test in a single mission. 

Attack Type: Trojan Share PE Half day

Remote: 

Virtual live 

Instructor-led 

via broswer

This scenario begins with a phishing attack 

where an unsuspecting employee receives an 

Trojan-infected email for a legitimate source. 

The Trojan is executed with user privileges, 

motivating the attacker to determine a path to 

privilege escalation. In this complex attack, 

participants will use advanced detection and 

prevention techniques to mitigate the scenario 

before significant data is exfiltrated from the 

environment.

Advanced

- Windows forensics

- Checkpoint firewall

- ArcSight

- MSSQL Server 

management

- IIS server logs

Be immersed in a live cyber attack playing out on a virtual cyber range! Participate from anywhere in a half-day, live, Cyber 

Attack Mission and put your detection, investigation, or remediation skills to the test. This mission will feature a cyber attack 

of your choice happening before your eyes in a live network. Prices are per person. 






